Nezavisni operator sistema u Bosni i Hercegovini

, B I H He3aBucuu oneparop cucrema y bocnu n Xepueropuuun
/ 5 X Neovisni operator sustava u Bosni i Hercegovini
U Independent System Operator in Bosnia and Herzegovina

Ha ocHoBy unana 33. 3akoHa o ocHuBamwy He3aBucHor omepartopa cucreMa 3a IIPEHOCHU
cucteM y bocau u Xepuerosunu (,,Ciyx6enn riacauk bocue n Xepreropune 6p. 35/04),
yiaHa 8. craB 1. 3akoHa o pany y uHctuTynujama bocue u Xeprerosune (,,Ciry:xOeHu
rmacHuk bocue u Xeprerosune 6p. 26/04, 7/05, 48/05, 60/10, 32/13, 93/17, 59/22 n 88/23),
. 4. ct. (2), (4) u (5), 5., 6., 7. u 8. lIpaBunnuka o paxy HezaBucHor oneparopa cucrema y
bocan u Xepuerosunu (6p. 9/17 om 13.02.2017., 35/20 om 19.06.2020 u 59/22 on
12.05.2022. rogune), a y ckiaay ca I[IpaBWIHMKOM O YHYTpAalllb0j OpPraHU3alUju u
cucTeMaTH3anuju paaHux Mjecta HeszaBucHor omeparopa cucrtema y bocau u XepieroBunu
(Op. 14/23 ox 21.03.2023., 24/24 on 15.08.2024. u 12/25 ox 10.03.2025. ronuue), Kao u
OnpnykoM o mnonmymaBamy pajgHor mjecta Opoj: 02-853-1/26 ox 15.06.2026. ronuwne,
He3saBucHu oniepatop cucrema y bocHr n XeplieroBuHH paciucyje

JABHH OI'VIAC
3a NONymaBambe PaJHOI MjecTa

01 HNu:xemep 3a cajoep (cyber)/mH(OPMALIMOHY CUTYPHOCT - NIPUIIPABHHUK - 1
U3BPUIAJIAILL
(y opranm3anmuonoj jenmnumu Cexkrop 3a uHHPOpPMALMOHE H
KOMYHUKALIMOHE TEXHOJIOTHje)

01 Un:xemep 3a cajoep/mHpOPMALHOHY CUTYPHOCT - IPUIIPABHUK

Onuc nocjiosa:

1. IIpencraBba 3aMjeHy KOHTAaKT oOcoOM 3a CBa NHMTamka Koja ce OJHOCE Ha
nHpopmanrony curypaocty HOCBbuX-y.

2. VYdecTByje y OAroBOpHMMa Ha MHIMJEHTE Be3aHe 32 MH(OPMAIMOHY CUTYPHOCT T€ Y
CrpoBOley TEHETPAIMOHMX TEeCTOBAa KA0 W HWHTEPHUX M EKCTEPHHX TECTOBA
PambUBOCTH.

3. OppxaBa KOHTakT C INMOCEOHMM MHTEPECHMM TIpylnaMa WIH JApyruM QopyMuma

CHeLHjaTU3UPaHUM 33 CUTYPHOCT U TPO(ECHOHAIHUM YApYKEeHhHUMa U3 Te 001acTH Te
capabyje ca ap>kaBHUM opraHuMa y obsactu curypHoctu. [IpaTu onnmyke koje moHoce
nocebne uHTepecHe rpyne EHCTO-E (unp. moceOHa mHTEepecHa rpyma 3a cajoep
CUTYPHOCT) O TeéMaMa Koje ce ojiHoce Ha nHpopmarmony curyproct u UT crparerujy
EHTCO-E.

4. OppxaBa KOHTaKT ¢ JApxaBHuUM THjenuMa buX, wunctutyuujama EY T1e ¢
opranuzanjom EHCTO-E, kojy o0aBjemtaBa o ApXaBHUM 3aKOHMMa U ypendama
Be3aHuM 3a cajoep u UT curypHocr.

5. Jlu3ajHupa ¥ UMILIEMEHTUpPA CUTYpHOCHA pjemiewa (unp. SIEM, EndPoint Security,
Privileged Access Management, Identity and Access Management, Firewall n c1.)

6. VimmieMeHTHpa CUTYpHOCHE Mjepe 3a pjelliaBambe pambUBOCTH, Paal Ha yOJIakaBamy
pHU3HKa U Aaje mpenopyke 3a curypHocHe npoMjene UKT cucrtema.

7. AHanu3upa CUTypHOCHE MHIIUJICHATE.

8. HmmuiemMeHTHpa CHUTYPHOCT alulMKandja ¥ 0asza TojaTaka, aHalM3upa pamHBOCT

aruTMKanuja u 0asa rmojaraxa.



0. Panu nncranamnujy, KoHGUTYpaiujy u oapkaBame curypaocHux cucrema UKT.

10. Bpmm cBakoHeBHY Haa30p curypHocHe nHppactpykrype UKT.

11.  PjemaBa 3axTjeBe W OJroBapa Ha MHIUACHTE y pajly CUTYpHOCHE MH(PACTPYKType
UKT.

12. [IpaTu HOBE curypHOCHE TexHosoruje u3 oomactu UKT.

13. CaakoiHeBHO capaljyje ca MHTEpHUM U TIOCJIOBHUM KOPHCHHIIUMA.

14. VYuyecTByje y nporiecy HabaBke CUTYpHOCHE orpeMe u codTBepa u3 qomeHa MKT.

15.  Ilpoujemyje CUTYpPHOCHY CUTyallljy y BaHPEAHUM OKOJHOCTUMA M KOOPAWHHUPA
aKTUBHOCTH BE3aHE 3a pjellaBame HacTajle CUTyaluje.

16. VY capanwu ca npyrum uHxewmepuma y Cekropy 3a UKT npatu crame curypHoctu
TEJIEKOMYHHUKAIIMja, PAauyyHApCKUX Mpexa M HHPOpMAIMOHUX cucTeMa Te 0asa
nojaTaka M Tpeayiake MMIUIEMEHTALM]y CUTYPHOCHHX pjellekha Yy CBPXY 3aIlTUTE
KOMYHHKAaIMja 1 MoJaTaka.

17. VY capanwu ca npyrum unxkemepuma y Cekropy 3a MKT ummnementupa norpedHe
CUTYPHOCHE MEXaHHW3ME Y TEeJICKOMYHUKALMOHHUM M pPadyyHapCKUM Mpekama U
WH(POPMAIIMOHUM CUCTEMHUMA.

18.  Boau eBuaeHIM]y CBUX JOJHjeJbEHUX aIMUHUCTPATOPCKUX MpaBa MPUCTYIIA, lbUXOBE
MIPOMjeHE WM YKUAAamke MPUCTYIIA, a M0 MOTPedH U APYruX KOPUCHUYKHX Hajora W
IbUXOBHX MpaBa MpHUCTYTIA.

19. Bomu mommc cBux MKT cpenctBa koja ce KOPUCTE 3a CKIAAUIITEHE, 00paay |
MPEeHoC MojaTaka, YKby4dyjyhu cepBepe, pagHe CTaHHUIlE, ypehaje 3a CKIaJAuIITehe,
MpexHe ypehaje u CiI.

20.  IlpaTu curypHOCHY CUTyallHjy, UCIPABHOCT U OJApXKaBambe M JAPYTUX CpEACTaBa 3a
nonpmky pana MKT cucrema (VIIC, arperat, cepBepcke KIMMe), Kao U TenedoHCKe
LeHTpane, reiedonuje Te mpexe PABX u mpeiaxke BUXOBO yHanpeheme.

21. Hamsupe UKT cpenctBa ca CUTYpHOCHOT acriekTa, IpaBH mpoljeHe Oyayhux 3axtjeBa
3a KarmauuTere Kako OW ce IoCTUrao mnorpebaH HHUBO CUTYPHOCTH, OJHOCHO
ycarJaieHoCT ¢ YTBPHEHUM 3aXTjeBUMa CUTYPHOCTH.

22.  Pyxooauony Cekropa 3a UKT npyxa cTpydHy nmomMoh koJ u3pajie IiaHoBa pa3Boja,
Hajzorpaame u oapxasama KT undpactpykrype.

23. Ilo mHamory pykoBoauona Cekropa 3a uUHPOPMAMOHE M KOMYHHKALMOHE
TEXHOJIOTHje, 00aBjba U JpPyre MOCIOBE HEOMXOJHE 3a €(PUKACHO (PYHKIIMOHUCAHE
HOCBbuX-a.

YciaoBu:

Onuwrn ycaosu yrephenn 3akonom o paay y uncrurynujama buX:

Jla ©Ma HaBpIeHuX 18 roauHa *KuBoTa

1a je apxaBibaHuH bocHe n Xepiieropuxe

Jla TIPOTUB HEra HUje MOKPEeHYT KPUBUYHHU IMOCTYIaK 3a KPUBUYHO Jjeio 3a Koje je
npenBuleHa Ka3Ha 3aTBopa OJ TPU M BHILE TOJUHA WU Ja My HHj€ H3pEYeHa
3aTBOpCKAa Ka3Ha 3a KPUBHUYHO JjeJI0 YYHUIEHO C YMHUIUbajeM, Yy CKIaay ca
KPUBUYHHMM 3aKOHMMa y bocHu n XeprieroBuau

na Huje ooyxsahen onpenoom unana IX - craB 1. YcraBa boche u XepiieroBune

na je GU3NYKU U IICHXUYKHA CIIOCO0aH 3a 00aBJbamkhe MOCIOBA PATHOT MjecTa Ha Koje
ce MPHjaBHUO KO/ IOCII0IaBIa



IMoceOHm ycioBu:

- BHCOKa CTpyYyHa COpeMa — EJIEeKTPOTEXHHKa, HH(POPMaTHKa/padyyHapCTBO,
ayTOMaTHKa, TeJIEKOMYHHUKAIMje UM €KBUBAJICHTHA KBaMH(puKanumja

- IIO3HAaBamk€ CHIJICCKOT je3m<a

Hanomene:
Pagau otHOC ca mMpHUIIPaBHUKOM CE 3aCHUBA Ha ojpel)eHO BpHjeMe Oj] TOJMHY JaHa.
Mjecto pana je y cjequmuty HOCbuX-a y CapajeBy, Yiu. Xudsu bjenerma 17.

He Moxe ce mpumuT HE OUTH y PaJlHOM OJHOCY oco0a Koja y MjecTy KHUBJbEHa 00aBiba
CaMOCTaJHy MPO(GECHOHAIIHY [jeIaTHOCT, OJHOCHO, KOja MMa 3aHATCKY Pajiby WIN BIACTUTO
npeny3ehe, kako je Ha3Ha4YeHO y wiany 11. 3akona o paay y uHCcTUTynHjamMa buX.

IToTpeOHu NOKYMeHTH:

- [IpujaBa kaHgMmaTa ca KpaTKHMM pE3UMEOM MOTHBA 3a NpHjaBy Ha jaBHU OIJIac,
ouorpaduja — LB, oBjepeHa xomuja aurmiaome, a 3a KaHAMJIATE KOjU Cy BHCOKO
00pa3oBame CTEKJIU 1O OOJOHCKOM IPOIECy, y3 IUIUIOMY H OBJEpEeH J0JaTak
JTUIUIOMH, OBjE€peHa KOMHja yBjepema O APKaBJbAHCTBY KOja HHjE€ CTapuja OJ] LIECT
Mjecend, OBjepeHa M3jaBa KaHAWJaTa Ja ce Ha mera He ogHocw wiad IX - cras 1.
VYcraBa buX, 1oka3 o mo3HaBamy €HIJIECKOT Je3HKa.

Kannunatu koju cy ¢akynrer 3aBpuiiin BaH bocHe m XepleroBuHe, OJHOCHO KOJU Cy
JUIJIOMY CTEKJIM Y HeKOj Jpyroj IpkaBu HakoH 06.04.1992. ronune, 06aBe3HU Cy JOCTaBUTH
OBjepeHy KOIHjy HOCTpU(PHUKOBaHE/NpU3HATE AUIUIOME, y CKJIaQy ca ojpendama 3akoHa O
BaXHOCTH jaBHMX ucnpaBa y bocau u Xepuerosunu (,,Cinyx0enu rmacHuk buX, 6p. 23/04).
VYKOIMKO je mocTynak HocTpuuKalyje/Ipu3HaBama oYeo paHuje Wil je Y TOKY Y TPEHYTKY
NpUjaB/bUBakba Ha OIJlac, KaHAMJIAT j€ JAyXaH Y3 MpHjaBy JOCTaBUTH U TOTBPAY O
MIO/IHECEHOM 3aXTj€BY 3a HOCTpU(HUKAIM]y/TIpU3HABAKE JUILIOME HAJIJIE)KHOM OpraHy.

Hanomena 3a kanouoama xoju 6yoe uzaopan :

Henocpeono npeo saxmyuere y2o6opa o pady uszabpanu kKanouoam O0yxicau je oocmasumu
yejeperve 0 30pascmeeroj cnocoonocmu (Koje Huje cmapuje 00 mpu mjeceya), ygjeperbe 0a
ce npomus mwe2a He 800U KPUBUUHU NOCMYNAK, Yejeperbe O HeKadXdCrasary, KONujy IuyHe
Kapme u Konujy nomepoe o npeousaiuuimy.

Heucnymweme ose obaseze pezyimupahe oobayusearbem uzabpanoe kanouoama.

C xanouoamuma xoju yhy y yorcu uzoop Komucuja 3a uzdoop obasuhe pazeoeop u nucmeno
mecmuparve 0 yemy he ooabpanu kanouoamu npagospemero obumu 06asujeutmenu.

Komucuja he nocebno eooumu pauyna o nowmosgary unana 8. cmas 9. 3akona o paoy y
uncmumyyujama buX (,, Cnyscoenu enacnux buX* opoj: 26/04, 7/05, 48/05, 60/10, 32/13,
93/17, 59/22 u 88/23).



Csu kanouoamu Koju ce npujase Ha jagHu 021ac nucmMeHum nymem he bumu obagujewumenu o
pe3yImamuma jagHoe 021acda, 00OHOCHO, U3D0py KaHOUOama.

Pok 3a nogHoIewme NpujaBa:

Kpajmu pok 3a npujaBy Ha jaBHu oryac je 10 maHa ox maHa o6jaBibHBamba 00aBjeIITEHA O
jaBHOM OTJIacy y JHEBHUM HOBHHAaMa, OJJHOCHO MHTETPAITHOT TEKCTa Orjaca Ha BeO CTpaHUIH
WHCTUTYLIH]E.

HeGmaroBpeMeHo 0CcTaBJbeHE U HEMOTIYHE MpHjaBe Hehe ce y3uMaTH y pa3Marpame.
[IpujaBe ce MOry MOCTaBUTH JIMYHO WJIM MPEMOPYYSHOM MOLITOM Ha anpecy: HesaBucHu
onepatop cuctema y bocuu u Xepuerosunu, Yia. Xudsu bjenesua 17, 71 000 CapajeBo c

HA3HAKOM 33 KOHKPETHO PaJHO MjeCTo:

"JABHU OIJVIAC 3a nonywmaBamwe paaHor wmjecta 01 Huxkemwep 3a
cajoep/mH(pOpMALMOHY CUTYPHOCT - npunpaBHuk — 1 m3ppmmian - HE OTBAPATH"

ObasjemiTere 0 jaBHOM Orjacy 00jaBJbEHO j€ y THEBHUM HOBHHaMa, a MHTETPAIHU TEKCT
ornaca Ha BeO ctpanuuu He3zaBucHor oneparopa cucrema y bocuu n XepueroBusu.



